Semiotic Analysis of E-Policing Strategies in the United Kingdom 373

Chapter XVI

SemioticAnalysisof
E-Policing Strategiesin
theUnited Kingdom

Kecheng Liu, The University of Reading, UK

Michael Hu, The Police IT Organisation, UK

= =

Abstract

Technological infrastructuremust satisfy businessrequirements, and moreimportantly,
it must be able to evolve to meet the new requirements. This requires not only a good
under standing of business strategies, visions and functions, but also the evolvability
built into the architecture. This chapter first presents a semiotic approach to the
business and information technology (hereafter IT) systems. This approach treats the
IT systemas an integral part of the business organisation. The chapter then discusses
the applicability of a semiotic framework in the e-government in the UK, particularly
in an evolvable architecture for e-policing. The semiotic framework is applied in the
assessment of the e-government strategies and systems requirements, and in the
analysis of these requirements to the e-architecture. A case study demonstrating the
applicability of the framework is conducted to evaluate the implementation of the
national Information Systems Strategy for the Police Service (IS4PS) and the Crime
Justice Information Technology community (CJIT) in the UK.
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I ntroduction

Three categories of e-government applications can be identified (Marchionini et al.,
2003): accesstoinformation, transaction servicesand citizen participation, each of which
represents a stage of the development history of e-government.

In the United Kingdom, the e-government initiative is underpinned by the UK govern-
ment appointing in 2001 its e-envoy, who reports directly to the Prime Minister. The e-
envoy’s office has three core objectives: 1) to make all government services available
electronically by 2005, with key services achieving high levels of use; 2) to ensure that
everyonewho wants I nternet access hasit by 2005; and 3) to develop the UK asaworld
leader for business. Asthefirst step, the most popular government serviceswill be made
available online as soon as possibl e, to allow more efficient access through the I nternet
totheinformation availableindifferent statuary bodiesand ministries, aswell asdifferent
government agencies/organisations. Thiswill be followed by transaction services and
citizen participation including services to business, benefits and personal taxation,
transport information and booking, education, health, citizeninteractionswith thejustice
system, land and property, agriculture, and e-democracy (BCS, 2003).

Drawing experiencefrom e-commerceand e-businessfromindustry, theadvocates of e-
government agree that the aims of e-government should not be cost saving, but other
more profound benefits. PCIP (2002) has suggested alist of possible reasons and goals
for e-government:

. Improving services to citizens;

. Improving the productivity (and efficiency) of government agencies;
. Strengthening the legal system and law enforcement;

. Promoting priority economic sectors;

. Improving the quality of life for disadvantaged communities; and

. Strengthening good governance and broadening public participation.

Thislist representsthevision of most governments and organi sationsin most countries.
Inastudy by SOCITM (2003a) conducted inthe 441 |ocal authoritiesin England, Wales
and Scotland (over 230 councils took part and responded to the survey), it shows that
isan optimism within councilsabout e-government to deliver better servicesto citizens,
with serviceimprovementsforecast at 100% in someareasand an average of 20% across
all services. Local authority spending on information and communicationtechnology is
forecast toriseby 25% to almost £2.5 billion thisfiscal year. However, the success of e-
government will reply on multiplefactors: appropriatetelecommunicationinfrastructure,
business process re-engineering, integration of 1T and business processes, citizen
participation, readiness of government staff, officials' readiness for change, and many
more. Amongst all these, human and organisational factors are more crucial than
technological aspects. Successful examples of e-government, experience and best
practice, particularly insmall councils, are disseminated by SOCITM (2003b) for others
to share.
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Asanimportant part of thee-governmentinitiativeinthe UK, the e-policing programme
isintroduced to revolutionisethe Police Service and improve the effectiveness of crime
prevention and detection, by providing the following (PITO, 2002).

. ready accessfor thepublictothe policeinformationand services through avariety
of easy to use, safe and secure channels, including the use of intermediaries;

. provision of information and services of relevance to the citizen, particularly
victimsof crime, inatimely and efficient manner;

. support for joined-up working across police forcesand with other criminal justice
agencies and local authorities;

. better use of information acrossall forcesand with other criminal justice agencies
to support the implementation of the National Intelligence Model and to make
policing moreeffectivein combating criminality;

. the collection, exchange and storage of information in a secure and trusted
environment;

. flexibility to accommodate new business requirements and to take advantage of
changes in technology.

Implementing and rolling out the e-policing programme demands an extension of the
traditional police service with the more efficient, more transparent, and more citizen-
centred business process and underlying technical infrastructure. This requires the
change of culture and business processes that have been in place for crime reporting,
intelligencegathering, crimeanalysis, command and control, and many other partsof the
business; it also requires an integrated and modernised police I T systems deployed in
the business in parallel to the national systems re-engineering and modernisation
programmes to the police IT systems throughout the country. In this chapter, an
approach for co-design for business and I T systems will be presented. The theoretical
framework derived will be used in the assessment of business and IT strategies for e-
policing, one of key e-government initiatives the UK.

Backgr ound

Historically, more than 50 police forces in UK independently developed their own IT
systemsto support their work, which, although guided by principlesdefined by theHome
Office, hasresulted in separate systems with different structures and functions. These
IT systems, usually initially developed in 1980s, are based on dated technol ogies; some
arestill running ontheterminal-mainframeplatform. The PoliceNational Computer (PNC),
launched in 1977, provides the police forces with key information needed for crime
investigation, usually viadirect terminal access. Now an important question is how to
deal with these legacy systems to meet the new business requirements in police and
criminal justice systems.
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PITO, the Police Information Technology Organisation, as a non-departmental public
body was established in 1997, and acquired its statutory status in 1998, with the UK
British Home Office as its sponsor department. The organisation’s remit includes
England, Wales and Scotland. PITO providesinformation technology and communica-
tions systems and servicesto the police and other criminal justice organisationswithin
the United Kingdom. Recognising that “information and communication technology
(ICT) capabilitiesplay akey rolein meeting the Government’ sobjectivesand the Home
Secretary’s priorities for policing” (PITO, 2003), PITO has been leading the strategic
planning and implementation of organisational and technological infrastructure for e-
policing. One of theimportant itemson PITO’ sagendais re-engineering and migration
of thelegacy policeinformation systemsto aweb-enabled platform which supportsthe
online police information exchange and processing, and enables the revolutionary
concept of e-policing.

An Organisational Semiotic Approach

The co-design of business and IT systems is an approach towards the development of
the two systems in a flexible and adaptable manner (Liu et al., 2002). Within an
organisation, the deployment of information technology does not change the business
nature, but only the way the businessis conducted. Thislendsto aholistic view of two
parts (business and IT systems) being interrelated. Following the Organisational
Semiotics(Stamper etal., 1988; Liu, 2000; Liuetal., 2001), abusinessorganisationishby
and largeasystem of information and communication. Thisisbecauseintheorganisations,
information is created, stored, and processed for communication and coordination and
for achieving the organisational objectives. |n someorganisations, information process-
ing may bethe corebusiness, such asin serviceindustry, for example, banking, insurance
and consultancy. In this type of industry, information and services are their products.
In other organisations, information processing and communication is to support the
production of physical goods and other substantive activities. To a large extent, e-
government involvesagreat deal of thefirst type of activities, which produce informa-
tion. An IT system should be viewed as an integral part of the business organisation;
the design of both the IT and business systems must be conducted simultaneously. The
organic integration of I T into the business processes will allow both systemsto evolve
naturally.

Anorganisation, asan integrated businessand I T system, can be seen asan architecture
having multiple layers, three of which constitute the technical infrastructure:

. physical devicesandtheir interconnections- the computer hardware, the network,
theoptical fibres, thesatellites, and soforth, which generateand carry acause-and-
effect chain of events quickly and cheaply, across the globe if necessary;

. signalling protocols, the validation, authentication and encryption routines that
exploit the basi ¢ physical phenomena, so that avaried stream of patterns originat-
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ing in one place can be reproduced, ideally without error, at another place, or
corrected in case of error;

. structures that enable signals to be combined into messages, to be analysed into
parts (parsed), storedinfiles, retrieved, usedin cal culations, and recombined into
new messages.

The design, implementation and maintenance of these three layers are the tasks of the
IT department, whose responsibilities are to make sure these technical components are
functional and adequate to support business operations.

Other three layersin the system architecture are perhaps moreimportant in conducting
the business:

. meaningsof thenumbers, wordsand expressionsthat form amessage, and theways
that meanings combine to create the meaning of the message as a whole;

. communicating theintentions of the message, through i nteracti on and negotiation
between appropriate actors;

. social consequenceintheform of established commitment, obligation and respon-
sibly between the people involved.

All these are close to the core businessissues that are related to the business objectives
of police operations.

Adopting Stamper’ s Semiotic Framework (Stamper, 1996), we can summarisetheabove
key issuesof an I T embedded system at the six semiotic levels (Figure 1). Ontheleft of
the diagram suitable namesfor the levelsare given; the key issues are mentioned in the
middle; and, ontheright arelisted the solutionsavailable or approachesto be attempted.

We shall develop the organisational system with IT component at all these levels, but
at thetechnical levels, our solutions are distinguished by being formal and precise. The
physical level solutions are implemented in the form of interconnecting networks of
standardised telecommuni cation devicesand computers. We can bea most certain when
these are correctly established and when they break down; thus the quality of the
physical systems can be assured. At the empiric level we use various standard commu-
nication protocols (such as PC/TIP) to exploit the physical devices. These take care of
encoding, switching, error detection and correction, the confirmation of transmission
and so forth. They, like the physical standards, are established globally. The syntactic
level isalsoformal and precisebut hereitismoredifficult to establish global standards.
Great effortsin industry have been made to bring in standard forms of communications
incomputer andinformationtechnology, for example SOAPand UDDI in Web services.
Some standards have been established but it isdifficult to agree on global solutionsand
the standards tend to be modified at the local level according to the business norms of
the industry.

The problems at the upper three layers are | ess studied and difficult to find “ standard”
solutions, though organisational semiotics places a great emphasis on them. The
problems at the semantic level can be explained by the need to encapsul ate meanings of
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Figure 1: Keyissues of Internet based systems analysed using the Semiotic Framework

Social & ethnographic
Social ‘ Obligations, responsibilities, commitments, norms ‘ studies
Pragmatic ‘ Interactions, negotiations, intentions ‘ Workflow, process modelling
Semantic ‘ Meanings, validity of propositions ‘ Business objects
Syntactic ‘ Structure, language, dataand records ‘ Database, human-computer interaction
Empiric ‘ Channel capacity, transmission of signals ‘ Telecommunication & protocols
Physical ‘ Media, tokens and signals ‘ Computer hardware and network

communication within the message syntax solutions, whichiscommonly acknowledged
asthemost difficult task. Therepresentation of intentionsand social obligations by any
IT system is more of a challenge that many systems devel opment methods would not
consider, although the semiotic approach (Liu, 2000) has offered mechanisms and
techniques whose benefits have been increasingly recognised. Semiotic methods have
been applied in examining how informationisusedinvirtual and distributed organisations
to enhance the competitiveness (De Moor, 2002; Gazendam, 2001, 2002). Industrial
applications have also been carried out in requirements engineering and process
modellingfor e-policing (e.g., Xieetal., 2003).

Systems Requirements and Architecture
for E-Policing

PITO, as anational organisation responsible for IT policies and strategies for the UK
policeforces, has set up many task forcesto look into different issues, including the I T
infrastructure and functionality of the e-policing systems. Asaresult of the investiga-
tion, it has emerged that the environment for the future e-policing should include:

. Informationfromall policeand criminal justice (CJ) organisationsthat isup-to-date,
of known provenance and readily availablefor use at the point of decision-making

. Enhancement on dataand i nformation sharing among the policeforcesand national
agencies, and between the police and other CJ partners

. The capacity for a co-ordinated response across force boundaries using the
intelligence generated from multipleinformation sources

. Greater capability to tackle serious and major crime
. More direct, efficient, and interactive interfaces between the police and public

. Common standardised business processes to harness “best of breed” police
systemsthat support those A CPO (Association of Chief Police Officers) endorsed
business processes
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. A business information framework that points the way to reuse such systems (as
software components) at minimum cost within other forces and/or complex pro-
cesses

. A common minimum standard for thetechnical infrastructure, with advancements
planned and co-ordinated

. Solutionstoaddresslocal, regional and national businessproblemsasappropriate.

Many current initiatives have been driven by immediate business needs. For example,
the online vehicle number plate enquiry enablesthe cruising police officer to check the
vehicledetailsontheroad. Ontop of all these, webelieveamorethorough understanding
of thepolicework will lead to significant changesin the manner and quality of services.
Understanding of the police business processeswill bethe basisfor embeddingthe Web
enabled technologiesinto the daily workflow of the police forces, which will provide a
solid foundation for the e-policing strategies and i mplementations.

PITO has been tasked to | ead the national programme of implementing and rolling-out
thee-policingin UK. Theprincipal strategic/businessdriver for such aprogrammeisto
make all government services (with exclusions for policy or operational reasons)
availableelectronically by 2005 as set by the UK government (e-envoy’ soffice paper at
WWwWw.e-envoy.gov.uk).

It isimportant for the police service to plan the provision of electronic facilitiesfor the
range of communi cationsexpected from citizensasan alternativeto thetraditional face-
to-face contact. Inadditionto theimproved accessibility to police services, other factors
in the modernising government agenda are of importance for e-policing:

. building services around citizen choices;
. providing for social inclusion; and
. making better use of information.

Thus, any new facilities brought in as part of e-policing, wherever possible, should be
focused on the citizen rather than being designed around the sole needs of the police.
E-policing must help the police to make better use within and between forces of the
information in their possession to combat criminality.

Whilst the operational aspects of the police response to these strategic drivers will be
throughlocal forces, because of thefederated nature of the police service, acommon and
joined-up approachintheway that central government envisagesislikely to be achieved
only by a corporate response and co-ordinated strategy.

Current Infrastructure

Thereexistsawell-established and fairly efficient businessprocessinthepoliceservice
in UK that hasbeenin application inthe 53 police servicesthroughout the country. This
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issupported by an underlying technical infrastructure that is developed in thelast three
decades, including

. A portfolio of core IT systems used in the police forces;
. A substantial data repository in the Police National Computer (PNC);
. A backbone of secure communication network.

A wide range of IT systems have been developed in the last several decadesin the 43
policeforcesin England and Wal es (not counting in Scotland), serving thousands of on-
duty police officers throughout the UK as well as the Criminal Justice System (CJS)
community. Many of these systems are currently being upgraded with added function-
ality, whilenew systemsare continuously being devel oped and rolled out. Thebackbone
of IT systems to support policing nationwide is the Police National Computer (PNC),
which hasbeenin servicefor 30 years. Over theyears, the system hasgrown to embrace
many technological advances, incorporating advice from the government and policing
bodies, aswell asfrom in-house and industry technical experts. It has developed from
arecord keeping service to a sophisticated intelligence tool. It holds extensive data on
criminals, vehiclesand property, whichisaccessibleinamatter of seconds, throughmore
than 10,000 terminalsin policeforces acrossthe country (PITO, 2003).

Thepolicel T systemsand PNC are connected viathe Police National Network Commu-
nicationsthat link all policeforces, theHome Officeand other criminal justiceorgani sations.

Whilst the police/public interface had improved through the introduction of the Police
Portal and in some areas “one stop shops,” thereisno formally agreed upon strategy to
ensurethedevelopment and delivery of acoherent programme. Commonfacilitiesacross
the service will only succeed if supported by the introduction of standard business
processes. Thereisaslow adoption of best practiceinindividual forces, and little central
promulgation of best practiceandlittle overall programme management functiontodrive
the business process improvements forward. More generally, there is only limited
interoperability and integration between systems within forces and alow level of data
sharing between forces and with other criminal justice agencies. This impacts on the
forces' abilitiesto make best use of the val uabl e data held throughout the service. While
interfacing and business process improvement may be seen as part of the overall
information systemsstrategy or contai ned within other programmesof work, the Police/
Public Interface programme set the goals to improve these interfaces to deliver all the
benefits of e-policing.

Thereisalso little coordination of approach to common services such as security and
presentation of information. A wide range of interfacesto core systems exist, as there
areno service-wide standardsto follow and aplethoraof local applicationsoperatingin
individual forces. As there is no mandate for forces to adopt common systems and
standards, there is an inconsistent approach and the potential for duplication of effort
is enormous. Data quality is variable between forces. These factors impact on the
service's ability to present a “joined-up” appearance and cannot be regarded as cost-
effective nor provide best value.
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Figure 2: Information shared amongst the key members of the CJS
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Many of theinitiativesin PITO areintheform of studiesor pilot projects. Thereisadanger
that the strong messages to come out of these may not be disseminated to forces or
embraced by thewider policeservice partly because of the absence of an overall strategy
and programme management function. Moreover, with the police service as one of the
key membersof thecriminal justicesystem (CJS), itiswithin PITO sremittoenableafull
integration between the police I T systemsand other parts of the CJS, so that a seamless
collaborationisachieved. Figure 2 showsthe key member organi sationswithin the CJS
and how information is shared between them (Parsons-Hann, 2003).

Business and Systems Requirements

Business targets in several business areas have been identified for the next few years
(ww.pito.org.uk/what_we_do):

. Communications: This target is to achieve clear and secure voice and data
communication, as it is vital to any successful police operation. This area is
important because officersrely on it for their safety and that of their colleagues.
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. Criminal Justice: All policeinformation systemsmust be ableto shareinformation
with other CJS systems. Access to the police systems will be provided to CJS
agencies. Information and communications technology holds the key to joining
together criminal justice organisationsand improving theway they work together.

. Identification: The ability to identify “one person from many” is a fundamental
concept in policing. Technology now enablesthepoliceto do thismorequickly and
accurately than ever.

. Intelligence and Investigation: Successful police operations need to be founded
on reliable intelligence and sound investigative practice. Collating that intelli-
gence, sharing it with police colleagues and giving them the tools to unlock its
potential are key aimsin thisarea.

. PoliceNational Computer: ThePNCisanunparalleled sourceof policeintelligence
availableto all forces nationwide. Steady infrastructure upgrade and the addition
of new databases have been implemented to make surethe PN C continues meeting
the police needs.

. Police Support Services: Improving police efficiency and effectivenessis not all
about front line policing. Forcesneed I T applicationsthat help them to report and
analyse performance and get the most out of the resources they have available.

Figure 3: The police services information systems architecture
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Whilst the definition of e-policing at first glance could include the whol e spectrum of
policing, itisappropriateto focustheinitial e-policing programme on the police/public
interface as that must be delivered electronically by 2005 to meet the government’s
targets. Thiswill build onthecurrent Police/Public Interface programmeand isconsistent
with the agreed scope of the police service information systems strategy (code name
Valiant) asshown diagrammatically in Figure 3. A number of core systemsarelisted for
illustrative purposes only and not all potential channelsfor public access are depicted.

For the police/publicinterface (PPI) to be effective, thereisarequirement for the scope
of e-policing programme to include interconnection to those back-office or legacy
systems necessary to achieve the vision. The scope will also extend to include areas of
datawarehousing to make effective use of theinformation held in core systems. Apart
from the necessary links to back-office systems, all other police core business systems
and systems serving staff are considered to be outside the current scope of e-policing.
Also, whilst e-policing depends on the Criminal Justice Extranet (CJX) for itsdelivery,
the provision and operation of this network isto be considered outside the scope of the
initial e-policing programme

Inthelong run, policeinformation systemsin the UK will go through the modernisation
and transformation process, as specified by the national | nformation System Strategy (as
seeninValiant document 2002). The modernised systemswill provide ubiquitousaccess
for the police forcesand officers. The capability of knowledge-based processing isalso
required to support effective policing and collaboration between the police and the CJS
organisations.

Case Study: Analysis of the E-Policing
Strategies

Inthissection, the Semiotic Framework (seeFigure 1) will beused to evaluatethedesign
and implementation of I T infrastructurefor e-policing.

To meet the requirements for e-policing, PITO has developed a strategic framework
(PITO, 2002) to address the challenges of organisational and technological issues, and
the management of expectationsand theimplementation of infrastructure. Thestrategic
framework for e-policingillustratedin Figure4 comprisesfive component strategic areas:

. Governance and Management Strategy

. Applications Strategy

. Enabling Services and Infrastructure Strategy

. Procurement and I|mplementation Strategy; and
. Information and Content Management Strategy.
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Figure 4: The e-policing strategic framework
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Thisframework summarisesall theimportant aspectsof the current practice of designand
implementation of organisational and technological infrastructure for e-policing. An
analysis based on organisational semiotics will enable us to evaluate the e-policing
framework by examining the methodol ogical underpinnings.

Governance and Management Strategy - The Social
Aspect

Intheplanning and implementation of I T infrastructure, governmental requirementsand
police organisations’ commitmentsto the UK society have been seen as the fundamen-
tals. The Governance and Management Strategy covers the following:

. organisational structure to support e-policing
. top-level policies, procedures and controls
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. development of the long-term strategies for e-policing; and

. responsibilities of different government agencies and each individual forcein e-
policing.

A Semiotic Analysis

As suggested by the semiotic framework, the design of any information systems
infrastructure must start from definition of responsibilities, obligations and commit-
ments. The e-policing strategic framework is consistent with thistheory by putting the
governance and management strategy as the fundamentals. E-policing requires full
collaboration between police forces and other criminal justice services. Technologies
deployed are only part of theinfrastructure, but coordination and collaboration between
all organisations involved is more essential in a functional e-policing infrastructure.
Guided by the top-level policies and definition of responsibilities, collaborative work
processes between agencies, institutions and forces will build an organisational foun-
dation, while modern technol ogies can enhance the collaborative e-policing.

Applications Strategy - The Pragmatic Aspect

To meet thevision for e-policing, the single biggest challengeisto move from apolice-
based system development environment to a citizen-centric business model. In the
traditional model, the office of Central Customer acts on behalf of police forces by
establishing the service requirements and priorities for development. The focus of e-
policing on the police/public interface necessitates an extension of thisroleto capture
also the expectations of the citizen.

Inthefirstinstance, thedevel opmentswill be prioritised based ontherecent consultation
exercisewith all forcesand ratified by the Central Customer and the EPM G team. PITO
will continue to manage the central programme portfolio including systems, services,
infrastructure and common practices. Some systems and services within the central e-
policing programme portfolio will be provided locally by forces.

The applications strategy will be developed to include:

. strategy for e-policing corporate systems and services, and local initiatives;
. e-policing migration strategy; and

. specification of interoperability andintegrati on requirementsto meet thelong-term
e-policing strategy.

A key issueisthe determination of what should be provided centrally and what may be
considered at the local level. The proposed strategy for systems and services to be
provided centrally will be based on the premise that these provide:
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. corporate single points of contact for the public to engage electronically with the
police service; or

. e-policing systems and services that are generic to the police service as awhole
and may be replicated across force boundaries.

The e-policing business process model is shown in Figure 5. The citizen expectations,
as seen in the model, are the fundamentals to determine the criteria for technical and
service performance. These criteria are then applied to the measurement of current
services, systems, practices and infrastructure.

A Semiotic Analysis

The applications strategy covers the issues identified in the pragmatic aspect. It takes
into account thedifferent perspectivesof thevarious stakehol dersand aimsat achieving
effectiveness of the integrated systems. The strategy considers how the systems and
servicesinteract withthecitizensaswell asother users(i.e., police officersand CJS staff).
M easuring the systems and serviceswill |ead to identification of possible gaps between
what isexpected and what isavailablewith the current infrastructure, which may lead to
identification of further improvements and solutions to reduce the gaps.

Information and Content Management Strategy - The
Semantic Aspect

Anoverall strategy for the management of datasubmitted by citizens, and the provision
and updating of publishedinformationwill bedeveloped. Thisstrategy will be provided
to the forces as a “toolkit” to ensure a generic framework is used in information and
content management throughout the forces. For the mgjority of the projects within the
PPI programme, the information and content management will be the responsibility of
forces following policies and procedures issued by the Association of Chief Police
Officersand Association of Chief Police Officers of Scotland (ACPO/ACPOS) and the
EPMG teamwithin PITO. Part of the planning, design and training for each project will
focus on this important area.

The strategy will focus on the branding of police service Web sites and other electronic
display facilitiessothat the public can gain assurance of the ownership of theinformation
and the security of the communication channels used. Other aspects of content and
information management will also be covered in this strategy, including responsibility
for the collection and validation of datathrough e-policing channel s, database manage-
ment and datawarehousing asit affects e-policing, and the creation and management of
the content published electronically by the police service.
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Figure 5: An e-policing business process model

Citizen-centric Framework

CITIZEN
EXPECTATIONS

Capture Citizen Expectations ’
+Reasonal

Current ———
Programmes
Other imperatives —=——=> Technical / Service |
Process Implication

A\

Clarified Requirements ——————Owned by Central Customer’

‘Measurement of success'
as perceived by the Citizen

bleness Check
«\Determine what is possible

(eq Ministerial aspirations/directions)

Conventional ‘Central Customer Framework’

Locally built and run Centrally built and run
services and systems services and systems

o o

Central Infrastructure

=

A Semiotic Analysis

Theinformation and content management strategy addresses the issues at the semantic
level. Information content, meaning and validity areessencefor all systemsthat provide
information and services, asdescribed in the semiotic framework. | nformation should be
provided timely and shared by relevant stakeholders. The quality of information provi-
sion impactsdirectly on the quality of police servicesthrough e-policing. As shown by
experience in many information systems development projects, the semantics of infor-
mation presents the most challenges, asit is difficult to capture in information models
andto represent ininformation systems. Effectivemethodsfor dealing with information
semantics have to be identified and deployed in the implementation of e-policing
infrastructure.

Enabling Services and Infrastructure Strategy - The
Syntactic and Empiric Aspects

In order that the public may be encouraged to use the police portal and other channels
in providing often sensitiveinformation to the police and for the police service to make
better use of information in its possession in combating criminality, asuitableresilient
multi-channel supporting infrastructureisto be provided

Thestrategy to be devel oped for enabling servicesand infrastructureisakey component
in the delivery of trusted, secure and joined-up e-policing services. It will include
strategies for:
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. provision of central services (e.g., Web hosting, common directories);

. communications infrastructure to support multiple channels (e.g., channel strat-
egy);
. integration with local force infrastructures (e.g., browser interface standards).

A backbone communications infrastructure, CJX, isin place linking all forces and the
police portal will be connected to it. Thiswill ensure secure routing of datatraffic and
theability for forcesto shareinformation. Forceswill beresponsiblefor compliancewith
dataprotectionlegislation, conformanceto system security policiesand the observance
of the Government Protective Marking Scheme. Theaccreditation of other criminal justice
agenciestouse CJIX will continueto betheresponsibility of ACPO. Therequirement for
and viability of adopting the replacement government-wide secure communications
network being delivered under GSISP, asthe principal communication network for the
policeserviceor connecting CIX toit, will be assessed centrally at theappropriatetime.

Whilst the strategy isbeing devel oped, additional featureswill be provided through the
police portal and the forces will become more dependent on it. As it is supporting
operational policing, rigorous testing of new features will be necessary prior to their
introduction in a live environment and resiliency will be introduced to ensure its
continuous availability.

PITOiswell placed to provide information and guidance to forces wishing to link their
systems into the e-policing infrastructure. There are a series of national focus groups
already in existence, which will be used to review elements of this framework to
accommodate e-policingasapriority covering policy/roleissuesacrossarangeof topics.
For exampl e, guidance noteswill be provided to cover:

. security elements to be considered across all channels;

. technical and architectural standards to be adopted,;

. infrastructure installed to provide the recommended functionality to be used;
. standards for interfaces to back office legacy systems (e.g., Web browsers);

. performance measures and targets for the fulfilment of citizen enquiries and
commitmentsmade;

. business process standards (e.g., call centre procedures and practices, data
quality, data validation, data cleansing);

. presentation standards for police Web sites (e.g., branding, image, style guides);
. protection of information and codes of practice.

Inthelonger term, the whole premise, in line with modernising government, will be to
providechoices. Thereisnodesiretolimit public useof any channel to accesse-policing
services. A national channel strategy will be developed anditistheintention to provide
choicesfor thepublicinbeing ableto access police servicesthrough arange of channels,
including:
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. the police portal;

. Internet Web sites;
. one stop shops;
. kiosks;

. call centres;

. digital telephony including text messaging;

. intermediaries (e.g., local authority staff); and
. face-to-face contact (e.g., at police stations).

It is important to develop and maintain coherence between the channels so that an
individual may choose to use different channels (e.g., Internet to report aminor crime,
telephone to report additional information and SMS text messaging to enquire about
progress) whilethe police officer responding ismade fully aware of all theinformation
received to datethrough all channels. Thisisacentral feature of commercial call centre
and client relationship model sand hasimportant referencevaluefor theintegration with
back-office systems.

E-policing services delivered through the police portal will continue to be provided
centrally but the content for specific features will be requested to be provided and
maintained|ocally. Theuseof Internet Web sitesby forcesistobeencouragedto provide
information and discrete services better handled at local level. Consideration will be
given to the provision of a national Web hosting service, and to standardising the
appearance and the function of force Web sites. It isour intention to recommend aform
of branding to enhance the appreciation of the police service asawhole and to provide
guidance on the overall appearance and functional content of the Web sites. Links
through to force Web sites will be provided on the police portal and vice versa.

It may be appropriatefor one-stop shops, kiosksand call centresto be operated on ajoint
agency basisandtheuse of intermediarieswill beencouraged whereitistotheadvantage
of both parties(e.qg., abandoned vehicles, noise nuisance), doesnot compromise security
andislikely to provide ahigher level of serviceto the public (e.g., rural areas). Forces
will determinelocally with partnersthe most effective and efficient method of providing
thesefacilities.

The provision of conventional face-to-face contact and telephone serviceslocally will
be supplemented by a shared non-emergency telephone number, if proven by the
concept demonstrator. Callswill berouted to thelocal forcefor response. Additionally,
the provision of asingle number for text messaging isbeing considered andisat an early
stage of investigation. In the long-term, to ensure that e-policing is citizen-centric, all
channels will be supplemented by strong links with back-office systems. Due to the
disparate nature of these legacy systems, local forces have to provide interfaces with
systems that have been developed in-house.

Thekey decisionsrequired concerntheextent towhich e-policinginthelong-termmoves
towardsafully functional customer relationship management (CRM) environment. This
will determinetheextent of thecitizenfocusprovided, theintegration required with back-
office systems and the data warehousing facilities needed. CRM implies potential
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intelligence gathering opportunities and we need to be aware of theimplications of this,
particularly with regard to the customer relationship. Assuming that full citizen-centric
capability isrequired, theintegration strategy will provide aroad map for thetwo-stage
migration from the current CIX-connected forcesto:

a  limitedinteroperability with back-office systemsinforcesasrequiredfor thefirst
phase of e-policing; and

b.  full integration of core systems, datawarehousing and e-policing applications as
envisaged in the Police Service Information Systems Strategy (Valiant).

It isrecognised that for many years forces will be at different stages on the migration
towardsthefully integrated solution. Theintegration strategy will be developed as part
of ACPO Information Systems Strategy and the need to cater for the diversity of local
infrastructures and systems, together with the expectation that different elements of the
policecommunity will migrateat different speedstothecentrally providedinfrastructure.

A Semiotic Analysis

The enabling services and infrastructure strategy coverstheissues of the syntactic and
empiric aspects. It defines standards for data structure, information exchange, commu-
ni cation between systems, and interfacing between application layersand back officeor
legacy systems. Channelsfor accessing police servicesand information sourcesareal so
defined; for example, the police portal, Internet Web sites, call centres and digital
message exchanges. The appropriate syntactic and empiric setting provides the neces-
sary basis for the correct representation of semantics.

Procurement and Implementation Strategy - The
Physical Aspect

PITOwill takeresponsibility for theimplementation of centrally provided and managed
projectswithintheoverall e-policing PPl programme. Forceswill be expectedto provide
project management for local implementationsand initiatives. During implementation,
business continuity will beapriority and the migration to new systemswill be achieved
inamanner commensuratewith maintai ning operational capability at all times. PITOwill
assist theforcesintraining for new systemsand will provide support tolocal initiatives
taking consideration of the fact that forces will be at different stagesin their adoption
of e-policing techniques.

A Semiotic Analysis

The procurement and implementation strategy is concerned with the physical aspect of
the e-policing infrastructure. PITO hasdeliberately allowed freedom for theindividual
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forces to choose their own hardware platforms, as long as the syntactical and empiric
standards are reinforced, which enablesthe correct representation and i nterpretation of
information semantics. This separation between the physical platformsfrom therest of
theaspectsin the semiotic framework maximisestheflexibility for systemschanges. As
witnessed in many cases, the need for systems changes arises from both the changesin
businessrequirementsand technol ogiesavailable. The separation between thehhardware
platforms and other aspects of the e-policing infrastructure will enablethe whol e set of
integrated systems evolve with minimal unnecessary interruption to the rest.

Summary and Future Work

Oneimportantinitiativesimilar toe-policinginthe USA isCOPLINK (Chenetal., 2003).
COPLINK recognises the problems that most local police have database systems used
by their own personnel, and lack an efficient mechanism for sharing with other forcesand
agencies. To enhance the national and local police forces' ability to handle massive
amountsof information and improvetheefficiency of policing, COPLINK setsthetarget
of developing an integrated information and knowledge management environment for
capturing, accessing, analysing, visualising and sharing low enforcement related infor-
mation. Researchersat Virginia Tech and Purdue University, teamed up with Indiana’ s
Family and Social Services Administration (FSSA), have been developing a WebDG
infrastructurefor e-government (Medjahed et al ., 2003).

I'nour work, input has been drawn from research work of other going e-government and
e-policing projectssuchasUSCJIT and I ntelligence Service, Dutch Policeand Belgium
Police, which we shall continue to benefit from.

Thischapter presentsonly apart of thework currently undertaken in PITO of which the
second author isresponsible for the architectural design. Inthischapter, weintroduced
an organisational semiotic approach toinformation systemsdesign and i mplementation.
A business organisation is comprised of people and technology. People are teamed up
inacertain structure, with defined responsibilitiesand governed by thenorms(rulesand
regulations). From the perspective of organisational semiotics, these organisations
produce and consume information, and therefore are information systems. The
organisational aswell astechnological components of such information systems have
to be co-designed together, so that technologies are best fit into the workflows and
business processes. The semiotic framework offers an effective guideline in analysing
and designing information systemsby carefully examining theissuesat the six semiotic
levels.

PITO, as an organisation responsible for UK’s I T strategies, policiesand adviceon IT
systems implementation, has been playing an important role in organisational and
technological infrastructurefor e-policing inthe UK. Thee-policing infrastructure will
be built on the existing work by all police forces and CJS agencies. Coordination and
collaboration between police forces and CJS agencies are required more than before,
whichisthe prerequisite for asuccessful implementation of e-policing. Theresearch of
the current state of thework showsafirm foundationisavailableinthe UK amongst the

Copyright © 2005, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



392 Liu and Hu

police forces and CJS services but much more work is needed before an integrated
infrastructureis brought into place. The PITO e-policing strategic framework presents
thedirectionfor all theworking partiesinvolvedintheimplementation of thee-policing
infrastructure.

A semioticanalysishasbeen performed onthee-policing strategic framework withaview
to assess the e-policing strategies. It shows that the e-policing strategic framework
coverswell theentirerange of the semiotic framework. Careful considerationshavebeen
giveninthee-policing framework to the social, pragmatic, semantic, syntactic, empiric
and physical aspects, as suggested in the theory of organisational semiotics. This has
given us much confidence about the current work. Our analysis also suggests that
semantics of information is, though itsimportance isrecognised, difficult to capturein
theinformation models and systems. The work we have presented hereisan analysis of
thecurrent practiceinthe planning andimplementation of e-policinginfrastructure after
the majority of the work has been completed by PITO. It could be more beneficial if
organisational semiotics could have been applied earlier. In further work, semiotic
methods, such as semantic analysis and other methods for analysing organi sational and
technical infrastructure, will be considered for detailed planning and i mplementati on of
e-policinginfrastructure.

E-governmentinvolvesalargegroup of stakeholders: government and non-government,
service providers and users from all sectors of the society. The key “product” and
“commodity” isinformation, which will be produced and consumed by the government
and citizens (note that both will be providers and consumers, as the interactions can be
bidirectional). To understand the nature and characteristics of informationiscrucial for
the design and implementation of e-government systems; and is necessary for effective
use of information both in provision of the serviceand responsetoit. These servicesare
differentfrominthetraditional form of governance, but supposedly should be equivalent
socially and legally. To deliver and enjoy the information-based service through e-
government will require an integrated social, legal and technical system that encom-
passesthetechnical infrastructure, government and citi zens. Thissystem should be built
on a sound technical and non-technical basis, covering all semiotic aspects.
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